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OVERVIEW
Today we will discuss the Federal standards and 
additional Texas requirements in these areas:

HIPAA OVERVIEW
What is HIPAA, who does it 
affect and what does it mean?

BREACH NOTIFICATION 
What is and what 
requirements apply to me?

HIPAA PRIVACY RULE
What is the HIPAA Privacy 
Rule?  How doe I comply?  

ENFORCEMENT
Who enforces HIPAA rules, 
how can I be compliant?

HIPAA SECURITY RULE
How does the security rule 
apply to me and what are my 
risks?

FAQ
Compilations of common 
questions asked and 
answered.

Today’s Topics



TIP 
HIPAA is more than just Patient Privacy!

In this section we will discuss what HIPAA is and who HIPAA applies to.

!



WHAT IS 
HIPAA?

Health Insurance 
Portability and 
Accountability Act of 
1996

45 C.F.R. parts 160 & 164

Acronym for Health Insurance 
Portability & Accountability 

Act of 1996 

Healthcare 
Accountability

HHS issued the HIPAA Privacy Rule to 
implement the requirements of HIPAA. 

The HIPAA Security Rule protects a 
subset of information covered by the 

Privacy Rule.

Healthcare Portability
Protects coverage when an 

employee changes or loses a 
job with coverage in place.  

Protections against pre-
existing condition exclusions.



WHAT 
ARE THE 

RULES?

HIPAA sets a minimum 
Federal standard for 
the rules but permits 
states to enact more 

strict regulation or 
definition.

ADMINISTRATIVE 
SIMPLIFICATION
With portability the need for 

standardization became 
necessary.  

SECURITY RULE
Primarily affecting ePHI the 

security rule addresses 
potential security issues and 
requirements to protect and 
safeguard medical records.

PRIVACY RULE
With information freely 

flowing the Privacy Rule sets 
standards for what can be 

released to whom and 
provides patients with rights 
to access, obtain or amend 

their medical records. 



Who has to follow HIPAA?
Federal and State standards define who and 
what types of people or organizations fall 
into each category.  

BUSINESS 
ASSOCIATES

COVERED 
ENTITIES



COVERED ENTITIES
For Federal definitions of covered entities you may visit 

Code of Federal Regulations (CFR) Title 45, Section 160.103.

Healthcare Provider
Any provider or supplier of health 

care who transmitting any PHI form in 
connection with a transaction for which 

HHS has adopted standards

Health Plans

Any individual or group plan providing 
or paying the cost of health care

Healthcare Clearinghouse
Any public or private organization that 
processes another entity’s health care 

transactions.

https://www.ecfr.gov/current/title-45/subtitle-A/subchapter-C/part-160/subpart-A/section-160.103


PROVIDES 
SERVICES

SUBCONTRACTORS CONTRACT REQUIRED

A person or organization 
that does work for a 

Covered Entity related to 
PHI.

DOES WORK ON 
BEHALF

BUSINESS 
ASSOCIATES

For Federal definitions of covered 
entities you may visit 

Code of Federal Regulations (CFR) 
Title 45, Section 160.103.

A person or organization 
that performs services for 

Covered Entity such as 
financial or software.

People or entities who on 
behalf of another business 
associate creates, receives 

stores or transmits PHI.

Written agreement must 
detail what permissible uses 

of PHI the BA may 
undertake and what 

protections are required.

https://www.ecfr.gov/current/title-45/subtitle-A/subchapter-C/part-160/subpart-A/section-160.103


Texas HB300 expands the Federal definition 
of who is a Covered Entity and imposes 
additional BAA requirements. 



TIP 
Texas privacy regulations provide additional privacy 

protections for patients and requirements for 
providers.

In this section we will discuss what what the HIPAA Privacy Rules are and what 
additional requirements effect Texas providers.
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1 Provides privacy protection standards 
to patient medical records and 
healthcare information provided to 
insurance, hospitals and health care 
providers

Federal Law

Health Insurance Portability and 
Accountability Act of 1996

2 Governs medical records management, 
release and use.

State Law

Texas Medical Records Privacy Act, Chapter 181 
Texas Health & Safety Code

3 State Electronic Medical Record and Health 
Information Exchange governance.

State Law

Texas Medical Records Privacy Act, 
Chapter 182 Texas Health & Safety Code

4 Codified in Chapters 181 and 182 the bill 
details stricter requirements on users of PHI 
and extended the range of which entities are 
defined as “covered” than HIPAA.

State Law

Texas HB 300

TEXAS PRIVACY



OVERVIEW OF 
THE PRIVACY 
RULE

The Privacy Rule protects a patients’ health information 
while allowing the exchange of information necessary to 
coordinate care. 

The Privacy Rule also grants certain rights to patients to 
examine and obtain copies of their medical records, and to 
request corrections. 

The Privacy Rule allows disclosure to report child abuse or 
neglect to the authorities.



PROTECTED HEALTH 
INFORMATION

• The fact care was provided.

• Payment related information.

• Behavioral health related information.

• Identifying information.

The Privacy Rule requires PHI held or transmitted by a 
covered entity or its business associate, in any form be 
protected.  This includes verbal communication and 
written or electronic records. 

Examples include:



Generally you may only share protected health 
information when necessary for Treatment, 
Operations or to obtain Payment.

You may share additional information when the 
patient or guardian has given specific 
authorization for it’s release.

SHARING PROTECTED 
HEALTH

INFORMATION



Perspective

If I shared information with 
these people or showed them a 
picture, or posted on social 
media would they be able to 
identify who may patient was?

If the answer is yes than you probably are required to 
protect it and are limited in how and to whom it can be 
released. 



MINIMUM NECESSARY GUIDELINES
When using, requesting or disclosing PHI you must make reasonable efforts engage with only the minimum 
amount of protected health information necessary to accomplish the intended purpose
45 C.F.R. §§ 164.502(b) and 164.514 (d) except as noted below.

TREATMENT
Disclosure to or by a healthcare 
provider for treatment is 
permissible.

SUBJECT OF INFORMATION
Generally the individual who 
is subject to the information 
or their representative.

WHEN AUTHORIZED
When authorized by law or the 
subject of the information.

LAW 
When required by law.

HIPAA TRANSACTION
When required for HIPAA 
transactions or Administrative 
Simplification needs.

HHS DISCLOSURE
When released for complaint, 
compliance or enforcement 
purposes.



TREATMENT

PHI may be shared 
verbally, on paper, 
or electronically 
with others when 
necessary to 
facilitate treatment, 
without patient 
consent or
authorization (45 
CFR 164.506(c)(2)).

FIRST RESPONDERS

Other agencies who are, will 
be or were involved in the 

care of the patient.

PROVIDERS

Includes other medical providers, 
healthcare providers or individuals 
responsible for the patient’s care.

HOSPITALS AND FACILITIES
Hospitals or facilities the 

patient will be going or have 
come from.

Treatment (45 CFR 164.501) is broadly defined as the provision, coordination, or 
management of health care and related services by one or more providers, including 
the coordination or management of health care by a provider with a third party; 
consultation between providers relating to a patient; or the referral of a patient for 
care from one provider to another.



OPERATIONS

Generally patient 
consent is not required 

when performing 
Operations related to 

patient care.  Some 
examples are listed to 

the right.  A more 
comprehensive list can 

be found in the CFR

PATIENT CENTERED 
ACTIVITIES

In support of the development of 
protocols, clinical guidelines or for 

conducting population based activites for 
improvement of care or reducing health 

care costs. 

PERFORMING QA
Sharing information or 

records with others, including 
your records and other 
provider records when 
reviewing for Quality 

Assurance is permissible.

COMPLIANCE
In support of fraud and abuse detection 
and compliance, records may generally 

shared without consent.

Specific subsets of health care operations activities (45 CFR 164.501) without 
needing patient consent or authorization are found in the CFR(45 CFR 164.506(c)(4))



PAYMENT

PHI may be shared 
verbally, on paper, 
or electronically 
with others when 
necessary to 
facilitate payment, 
without patient 
consent or
authorization.

BILLERS/REVIEWERS

Other in our out of your 
organization who facilitate 

RCM functions.

CLEARINGHOUSE

Third party organizations who transmit 
and receive RCM related data.

HOSPITALS AND INSURANCE
Hospitals or insurance the 

patient is related to.

Treatment (45 CFR 164.501) is broadly defined as the provision, coordination, or 
management of health care and related services by one or more providers, including 
the coordination or management of health care by a provider with a third party; 
consultation between providers relating to a patient; or the referral of a patient for 
care from one provider to another.



SUBPOENA

INVESTIGATION NOT PT RELATED

The police can speak to 
your patient in your 

ambulance for example 
directly without you being 

noncompliant. 

DIRECTLYLEO 
DISCLOSURES
Police officers are not subject to HIPAA 
restrictions.  Information can be 
released to investigative officials under 
specific circumstances such as 
mandatory reporting or general 
circumstances. 

You may be served a legal 
document compelling the 
release of information.

State health agency 
investigations may be 
provided information.

Sharing information about 
the scene is not protected 

health information



LAW ENFORCEMENT GUIDANCE
You may generally release information to law enforcement officials under the following circumstances.  
However, when in doubt always verify with your supervisor or your agency’s HIPAA Privacy Officer. 

MANDATED REPORTER
Disclosure in compliance with 
reporting requirements  (abuse, 
violence)

SELF INCRIMINATION
The information can not be 
obtained to be used against 
your patient. 

PROTECTION
If the patient or another person is 
under threat of imminent harm you 
may release to law enforcement.

DESTINATION 
You are permitted to tell the police 
where you transported the patient.

CRIME VICTIM
If your patient is a victim of a crime 
and the information is necessary to 
investigation or prosecution. 

SEARCH
When the police are searching for 
a suspect or victim.



TIP 
Security Rules focus on ePHI and an organization’s 

preparedness for breach. 

In this section we will discuss what the HIPAA Security Rules are and what 
additional requirements effect Texas providers.

!



HIPAA SECURITY 
RULE

• Reasonably appropriate safeguards.

• Protect against anticipated unauthorized disclosures

• Protect against threats or hazards 

• Compliance of your staff

Covered entities and business associates must provide 
security and anticipate potential threats to the security of 
ePH.

Examples include:



APPLY THE 
RULES

Security Rule are 
broken into 3 general 
areas for agency 
application 

PHYSICAL SAFEGAURDS

Keep doors locked and PHI in 
locked cabinets.

TECHNOLOGY 
SAFEGUARDS

Strong passwords. ID badges audit trails 
and other tech to protect PHI.

ADMINISTRATIVE
You must have and follow all 

of your HIPAA and 
Compliance policies. 



TIP 
Breachs in security can be costly to you and your 

patients, 

In this section we will discuss what the HIPAA Breach Notification Rules are and 
what it means to you if your security fails.

!



WHAT IS A 
BREACH?

Impermissible use or disclosure of (unsecured) 
PHI is assumed to be a breach unless the 
covered entity or business associate, 
demonstrates a low probability that the PHI has 
been compromised based on a risk assessment.

45 C.F.R. 164



1 What was the nature and extent of the 
data breach?  Was It identified or de-
identified.  What is the chance the 
information can be identified?

EXTENT

Federal law requires you to consider four areas of 
risk assessment to a breach event.

2 Who was the information  disclosed to or 
who was involved in the unauthorized 
access?

Who?

3 Was the information viewed or released?

HOW?

4 Is the breach sealed or is there an ongoing or 
continuing breach?

MITIGATION

RISK ASSESSMENT



RISK 
RULES

The goals an 
conclusions of your 
risk assessment must 
these general 
standards.

PHYSICAL SAFEGAURDS

Keep doors locked and PHI in 
locked cabinets.

TECHNOLOGY 
SAFEGUARDS

Strong passwords. ID badges audit trails 
and other tech to protect PHI.

ADMINISTRATIVE
You must have and follow all 

of your HIPAA and 
Compliance policies. 



BREACH SIZE MATTERS
Covered entities must notify the Secretary if they discover a breach of unsecured protected 

health information according to 45 C.F.R. § 164.408. 
All notifications must be submitted via the HHS web portal.

UNKNOW NUMBER
If the number of individuals affected 
by a breach is uncertain at the time 
of submission, an estimate should be 
provided and updated as necessary

500 OR MORE

Without unreasonable delay BUT 
no later than 60 calendar days 

from the discovery of the breach. 

FEWER THAN 500

Within 60 days of the end of the 
calendar year in which the breach 

was discovered.

https://www.gpo.gov/fdsys/granule/CFR-2011-title45-vol1/CFR-2011-title45-vol1-sec164-408


CMS Recommendations for 
Mobile Device Security

! Use a password or other user authentication 
! Install and enable encryption 
! Install and activate remote wiping or remote disabling
! Disable and don’t install or use file sharing applications
! Install and enable security software
! Keep your security software up to date
! Research mobile applications (apps) before downloading
! Maintain physical control 
! Use adequate security to send or receive health information 

over public Wi-Fi networks
! Delete all stored health information before discarding or 

reusing the mobile device



• —RACHEL GILLETT, FAST COMPANY
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TIP 
HIPAA Rules are not made to be broken.

In this section we will discuss what agencies enforce compliance with the ACT and 
what some of the penalties might be for non compliance.
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ENFORCEMEN
T
PROCESS
OCR enforces the Privacy and Security Rules in 
several ways:

• Investigating complaints filed with it,

• Conducting compliance reviews to 
determine if covered entities are in 
compliance, and

• Performing education and outreach to foster 
compliance with the Rules' requirements.



1. Resolved after intake (no investigation)
2. Technical assistance (no investigation)
3. No violation (investigated)
4. Corrective action obtained (investigated)
5. Other 

Due to the complexity of some cases, and the 
evidence needed to understand and/or prove 
indications of noncompliance, most investigations 
can take multiple years to investigate and resolve. 
In addition, multi-year monitoring of privacy and 
security practices may be required by OCR.

5 CATEGORIES OF 
OCR CLOSED CASES



TEXAS COMPLAINTS

Investigated after intake but no 
violation was found to have 

occurred.

No Violation
Issue was resolved after intake and 

review. 

Resolved
Complaint was substantiated and the 

OCR took corrective action

Corrective Action

the period from April 14, 2003 through December 31, 2021

5% 69% 26%



Top Five Issues in Investigated Cases Closed 
with Corrective Action, by Calendar Year

Year Issue 1 Issue 2 Issue 3 Issue 4 Issue 5
2021 Impermissible 

Uses & 
Disclosures

Access Safeguards Administrative 
Safeguards

Breach - Notice to 
Individual

2020 Impermissible 
Uses & 
Disclosures

Safeguards Access Administrative 
Safeguards

Technical 
Safegards

2019 Impermissible 
Uses & 
Disclosures

Safeguards Access Administrative 
Safeguards

Minimum 
Necessary

2018 Impermissible 
Uses & 
Disclosures

Safeguards Administrative 
Safeguards

Access Technical 
Safegards



Ambulance Company Pays $65,000 
to Settle Allegations of Longstanding 
HIPAA Noncompliance

West Georgia Ambulance, Inc. (West Georgia), has agreed to pay $65,000 to the Office for Civil Rights (OCR) 
at the U.S. Department of Health and Human Services (HHS) and to adopt a corrective action plan to settle 
potential violations of the Health Insurance Portability and Accountability Act (HIPAA) Security Rule. West 
Georgia is an ambulance company that provides emergency and non-emergency ambulance services in 
Carroll County, Georgia.

www.hhs.gov/hipaa/for-professionals/compliance-
enforcement/data/enforcement-highlights/index.html



KEY TAKE AWAYS
The OCR investigation uncovered 
longstanding noncompliance with the 
HIPAA rules, including failures to 
conduct a risk analysis, provide a 
security awareness and training 
program, and implement HIPAA 
Security Rule policies and procedures.

Failure to have Security Policies in place 
immediately places in you out of 
compliance with HIPAA. 

ENCRYPT 
YOUR 

DEVICES

COMPLETE 
RISK 

ANALYSIS



-- OCR Director Roger Severino



TIP 
Knowledge is Power!

A compilation of questions and answers curated from State and Federal 
authorities commonly misunderstood or applicable to EMS providers. 

!



https://www.hhs.g
ov/hipaa/for-

professionals/faq/
index.html



https://www.hhs.t
exas.gov/regulatio

ns/legal-
information/hipaa
-privacy-laws


